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Abstract

The surge in online users utilizing cloud-based platforms—particularly for financial and
retail services—is fueled by the convenience and flexibility these services provide. To effec-
tively counter evolving URL phishing threats, machine learning classifiers should analyze all
components of URLSs, including domain structures, path patterns, and query parameters, to
enhance threat detection. The proposed framework, OFSPUD (Optimizing Feature Selection
for Phishing URL Detection through Statistical Tests and Ensemble Methods), was evaluated
using a large, imbalanced dataset containing 11,055 benign and phishing URLs with over
31 features. Using ANOVA (Analysis of Variance), 25 of the 31 features were selected,
significantly improving the method’s performance and correctness. The RBWSV (Rank-
Based Weighted Soft Voting) ensemble method outperformed prominent machine learning
techniques, achieving test accuracy of 97.47% and F1 and validation accuracies of 99% after
applying ANOVA-based feature selection. Thus, the proposed method, combining ANOVA-
based feature selection with the RBWSV ensemble approach, achieved near-perfect accuracy
while improving efficiency.
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1. INTRODUCTION

Every day, a large number of websites are launched which include authentic portals to obtain users’
login details [1]. The massive scale of these websites makes it difficult to verify their credibility
[2]. Therefore, overcoming these existing systems is a second challenge. Phishing attacks occur
in various forms, including email phishing [3], and common phishing attacks [4, 5]. Consequently,
there is a critical need to effectively distinguish between phishing and legitimate websites to mitigate
such attacks [6, 7].

In this context, we introduce the OFSPUD framework, which addresses these challenges through
a dual approach: (1) ANOVA-based feature selection to optimize the feature set and reduce di-
mensionality, and (2) a ranking-based weighted soft vote ensemble method that combines multiple
machine learning models for more robust predictions. By integrating statistical feature selection
with an ensemble approach, OFSUPD aims to maximize detection accuracy while minimizing
computational complexity.

Our contributions, OFSPUD framework was evaluated using a large-scale, imbalanced dataset com-
prising 11,055 legitimate and phishing URLs and 30 features, thereby providing a challenging
and realistic evaluation environment. The findings show that the ANOVA-based feature selection
method successfully pinpoints 25 key features, leading to a notable improvement in classification
performance. Combined with a weighted ensemble learning strategy, the OFSPUD model achieved
a test accuracy of 97.47%, validation accuracy of 99%, and a strong F1 score, demonstrating robust
predictive power. These results shows the proposed work achieved high accuracy and efficiency

[8].
The key contributions of our study are as follows:
* We propose a hybrid URLSs feature that provides a comprehensive and accurate representation
of both benign and phishing URLs.
* We show that combining statistical testing with the ranking-based weighted soft-computing

ensemble method improves phishing detection accuracy.

Our work is organized as follows. Section Il reviews on the literature work. Section III presents our
contributions in detail. Section IV outlines the framework which includes the proposed assessment
guidelines, and presents and discusses the experimental results. Section V, summarizes the key
findings and conclusions of our study.
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2. RELATED WORK

In [5], the study is proposed on feature weight selection. In this work, the training process was
conducted using dataset that contain both legitimate and phishing websites. The Particle Swarm
Optimization (PSO) algorithm was used in this study because it achieves fast convergence in nu-
merous optimization problems. After feature weighting based on PSO, many machine learning
algorithms were used. The classification accuracy was good when applied the PSO-based feature
weighting method [9, 10].

Chiew et al. (2019) [11], proposed a hybrid ensemble feature selection framework for machine
learning-based phishing detection systems. The framework combines multiple feature selection
techniques to identify the most discriminative phishing website features while reducing dimen-
sionality and computational overhead. Using a diverse set of URL, domain, and webpage-based
attributes, the authors evaluated several machine learning classifiers and demonstrated that ensemble
feature selection can improve detection performance while reducing training complexity. Their re-
sults highlighted the importance of selecting informative features for building efficient and scalable
phishing detection systems [12, 13].

2.1 Comparison with State-of-the-Art Methods

The proposed OFSPUD framework shown in Figure 1 achieved superior overall performance, ob-
taining a test accuracy of 97.47%, precision with other metrics 99.0%, as shown in TABLE 1. The
improvements are the combination of ANOVA-based feature selection and the proposed Rank-
Based Weighted Soft Voting (RBWSV) ensemble strategy, which effectively reduces feature re-
dundancy while leveraging complementary strengths of multiple classifiers. Although direct com-

Table 1: Comparison with Methods

method accuracy (%) precision (%) recall (%) Fl-score (%)
PSO [14] 96.43 96.11 97.12 97.13
Hybrid Ensemble Model [11] 97.30 97.20 97.30 97.20
OFSPUD (Proposed) 97.47 99.00 99.00 99.00

parison should be interpreted carefully due to differences in datasets and experimental settings,
the results indicate that OFSPUD achieves competitive and, in several cases, superior detection
performance while maintaining low computational complexity.
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3. METHODOLOGY
3.1 Url Parsing

All URLSs undergo the parsing stage, in which the corresponding fields based on address bar(A),
domain(D), and HTML and JavaScript(H) based features are extracted and stored in arrays A,
where 1 is several features extracted for address-based features (Eq.( 1)). D,j, where j is the
number of features extracted for domain-based features (Eq. 2) and H,,.x, where k is the number
of features extracted for HTML and JavaScript-based features (Eq.( 3)). The respective class labels
are maintained in the array L, which identifies each URL as either phishing or legitimate. Here, n
denotes the total number of URL samples included in the dataset. The last step of the URL parsing
creates a joint array E(final combined feature matrix) (Eq.( 4)) by merging arrays A, D, H, and L.
The resultant matrix prepares the data for subsequent analysis and classification tasks [15].

-all a2 ... di;
dz1 dz2 ... dz;
A= (1)
|dnl Qn2 ... Anj
(dyy dys ... dij]
d21 dgg dgj
D= | . ()
dut dna ... dyj)
(711 hio ... hag)
hoy hag ... hoy
H=\| | 3)
_hnl hn2 ce hnk_
ail ...aig d11 ...dlj h11 ---hlk
aso ...ag; d22 ...dgj h22 ...th
E = : 4)

anpl ...04p; dnl ...dnj hnl -~-hnk
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At this stage, the correlation of the features is identified using ANOVA test [16]. We formulated our
hypotheses as follows and the notations are shown in Table 2: the null hypothesis (Hy) states that

the means of the features are equal for both phishing and legitimate URLSs, whereas the alternative

hypothesis (H1) posits that at least one feature mean is significantly different, to calculate the Total

Sum of Squares (SST) and Between-Group Sum of Squares (SSB), is given by

Table 2: The Key Notations Used in the ANOVA testing for the calculation of the OFSPUD model

Notation Description

a; Represents intra-group variability adjustment for the j-th feature group. It can be
derived from the entropy or variance within the feature group to account for feature
consistency.

B Between-group weighting factor for the jth feature group. It reflects the relevance or
importance of the feature category (e.g., domain features vs. address bar features) to the
classification task.

Vij Confidence weight for the i-th sample in the j-th group. It could be derived from a
model’s prediction confidence or the feature’s contribution to a decision boundary.

k Number of groups in the dataset. For phishing datasets, this is often 2 (phishing and
legitimate), but it could be extended for multiclass problems (e.g., different phishing
attack types).

N Number of records in the dataset.

Xij Value of a specific feature for a sample. For phishing datasets, features might include
URL length, dot count, presence of suspicious keywords, and domain age.

nj Denotes the samples of j-th group.

X Average of the j-th group.

X Overall mean across all groups.

k nj
SST = ZZ%‘;‘ - (xij = %)
=1 i=1
k
SSB= ) Bj-nj- (X;-%)°

j=1

The Within-Group Sum of Squares (SSW) is defined as:

k nj
SSW = ZCZJ' . Z’)/ij . (xij —)Ej)2
j=1 i=1

The F-statistic is calculated as:

MSB SSB SSW
F=———, where MSB=——, MSW=_—-—
MSW k-1 N-—-k
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Table 3: ANOVA Testing Results for Phishing Dataset Features

Feature Sum of Squares (SS) | Mean Square (MS) F-Ratio P-Value
having_IP_Address 9967.347928 0.901614 98.873891 3.367 x 10723
URL_Length 6488.203365 0.586902 36.575219 1.516 x 107°
Shortining_Service 5021.995296 0.454274 51.294764 8.454 x 10713
having At _Symbol 5629.455401 0.509223 31.073851 2.542 x 1078
double slash redirecting 4977.584223 0.450256 16.499617 4.900 x 107°
Prefix_Suffix 5083.897232 0.459873 1529.043445 | 2.269 x 107313
having_Sub_Domain 7388.453591 0.668336 1079.778531 | 4.918 x 107226
SSLfinal State 9192.759544 0.831548 11543.570464 0
Domain_registeration_length 9802.089379 0.886666 593.762202 | 8.626 x 107128
Favicon 6687.572282 0.604936 0.000864 0.976
port 5192.185996 0.469669 14.679425 1.281 x 107*
HTTPS_token 6017.428623 0.544317 17.583773 2.771x107°
Request URL 10670.237018 0.965196 758.253010 | 1.680 x 107161
URL_of Anchor 5653.770038 0.511422 10209.239894 0
Links_in_tags 6452.297268 0.583654 725.777602 | 6.959 x 107155
SFH 6370.976479 0.576298 569.825002 | 7.626 x 107123
Submitting_to_email 6588.953863 0.596016 3.682166 0.055
Abnormal URL 5556.343043 0.502609 40.588721 1.954 x 10710
Redirect 1131.129365 0.102318 4.473316 0.034
on_mouseover 4634.738556 0.419244 19.381707 1.080 x 1072
RightClick 1822.183463 0.164829 1.769917 0.183
popUpWidnow 6896.242446 0.623812 0.000082 0.993
Iframe 3677.769495 0.332679 0.127288 0.721

age of domain 11014.537362 0.996340 165.602039 1.258 x 10737
DNSRecord 9483.667813 0.857862 63.734211 1.565 x 10715
web_traffic 7574.249502 0.685142 1504.193018 | 1.271x 107308
Page Rank 8469.569025 0.766130 122.376589 | 2.687x 10728
Google Index 5299.483988 0.479374 186.899510 | 3.327x 10742
Links_pointing_to_page 3591.065316 0.324836 11.740341 6.138 x 1074
Statistical report 5331.192329 0.482243 70.938416 4.141 x 10717

M SB is the mean square between groups, and M SW is the mean square within groups.

> 0.05

< 0.05 Feature is selected

No significance (feature is not selected)

The contribution of features to classification performance is determined by assessing the F-statistic
against critical values as shown in Table 3. Features with p-values below this threshold (p' = 0.05)
were considered significant and were retained for model training, whereas those with p-values above
the threshold were deemed less relevant and excluded.

! In our analysis, a p-value of 0.05 was employed to determine whether there is statistically significant difference.
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Figure 1: Proposed Architecture

3.3 Ensemble Classification

As in Algorithm 1, M; predicts the probability scores for each class in a classification problem. The
predicted probability scores for a particular instance by model M; can be denoted as Scoresys, =
[Sl, §52, ..
of predicted scores in descending order [17].

, S¢ |, where c is the number of classes. Ranking R; can be obtained by sorting the indices

Ranky, (j) = argsort(Scoresyy, ) [ /] 9)

Here, argsort(Scoresyy, ) returns the indices that would sort the predicted scores in ascending order.
The [j] notation extracts the index at position j after sorting in descending order. The ranking
function orders predicted probabilities generated by each base learner. This ranking information
is subsequently used to assign weights during ensemble aggregation. Consequently, classifiers
exhibiting stronger confidence in their predictions contribute more significantly to the final decision,
thereby improving robustness and reducing the impact of uncertain predictions.

4. EXPERIMENTAL RESULTS

4.1 Dataset and Feature Evaluation

TABLE 4 summarises the key characteristics of each dataset that includes a combination of lexical,
structural, HTML/JavaScript, and domain-based features.

Table 4: Characteristics of phishing URL datasets

Dataset Features Instances Phishing (%) Source
Dataset1 31 11,055 45.6 UCI Repository
Dataset2 111 129,698 523 Kaggle
Dataset3 89 11,430 48.7 Kaggle
Dataset4 77 32,157 41.2 UNB CIC
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Algorithm 1: Overall algorithm for ranking-based Weighted Soft Voting ensemble method.
Data: Dataset D, Base models M1, Ms, ..., My
Result: Ensemble model £

Step 1: Train base models;
fori=1to k do
Train base model M; on dataset D;

Step 2: Generate rankings;
fori=1to k do
Generate ranking R; based on the rank of predicted classes by M; on a validation set;
This ranking, R;, represents the order of the predicted classes by model M; for a particular instance in the validation
set.
In sorted order, the indices of array A can be obtained using argsort(A).

Step 3: Assign weights based on rankings;
fori=1to k do
Compute weight w; based on the ranking R;;

Step 4: Combine predictions;

Initialize empty ensemble predictions array P;

fori=1to k do
Get predictions P; from base model M; on the test set;
Combine predictions using weights: P = P + w; - P;;

Step 5: Normalize ensemble predictions;
Normalize predictions in P to get the final ensemble predictions E;
return Ensemble model E

4.2 Experimental Environment

The work was conducted on a personal computer with an Intel Core i5 processor, 16 GB of RAM,
and windows 11. The OFSPUD framework was implemented in Python 3.11 using Scikit-learn,
NumPy, Pandas, and Matplotlib. Feature selection used ANOVA. Model training and evaluation
used Scikit-learn. The setup allowed thorough evaluation of OFSPUD’s detection performance,
efficiency, and readiness for real-time phishing detection.

4.3 URL-based feature extraction

URLs exhibit over 31 distinct features, broadly categorized into four types that are given in the
TABLE 5.
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Table 5: Features and Values for Phishing Item Detection

Category No. | Phishing Item Abbreviation Value

F 1 | URL contains an IP Address having IP_Address -1,0,1

F 2 | length of URL URL_Length -1,0,1

F 3 | URL shortening service Shortening Service -1,1

F 4 | URLs containg @ symbol having _ At _Symbol -1,1

F 5 | URL uses redirect symbol ’// double slash redirecting | -1, 1
Address bar features F 6 | URL contains j_’ symbol preﬁx_sufﬁx ' -1,1

F 7 | Number of ’.” in the URL having _sub_Domain -1,0,1

F 8 | Protocol and SSL certificate status SSL final State -1,0,1

F 9 | Domain registration length Domain register length | -1, 1

F 10 | Favicon presence favicon -1,1

F_ 11 | Uses non-standard port port -1,1

F 12 | Tokens of HTTPS HTTPS token -1,1

F 13 | URL request URL request -1, 1

F_14 | URL Anchor tag URL_of Anchor tag -1,0,1

F 15 | Links in the tags Tags_link -1,0,1
Abnormal features

F 16 | server from handler sth -1,0, 1

F 17 | Information of submitting Email submitting email -1,1

F 18 | abnormal URL Abnormal URL -1,1

F 19 | Website forwarding Redirect -1,0,1

F 20 | Status bar customization on_mouseover -1,1
HTML and JavaScript features | F_21 | Disables right-click Rlight Click -1,1

F 22 | popup window popUpWindow -1,1

F 23 | IFrame redirections Iframe -1,1

F 24 | domain’s age Age of Domain -1,1

F 25 | DNS records DNSRecords -1, 1

F 26 | Website traffic web_traffic -1,0,1
Domain features F 27 | PageRank page rank -1,1

F 28 | google index status google index 1,-1

F 29 | total number of links pointing to the page | links pointing to page | 1,0, -1

F_30 | statistical based features Statistical _report -1,1

4.4 OFSPUD(Proposed) Evaluation

The performance evaluation confirms the robustness and effectiveness of the proposed OFSPUD

framework. By integrating ANOVA-based feature selection with the RBWSV ensemble strategy,

the proposed model achieved a test accuracy of 97.47% and 99% for validation accuracy as shown

in FIGURE 2 and F1-score, respectively.

These results as shown in Table 6 demonstrate that the proposed framework can accurately identify

phishing URLs while maintaining low computational overhead, thereby offering a practical solution

for real-time phishing detection systems. As shown in FIGURE 3 and FIGURE 4, the experimental

results of the ROC curve and confusion matrix. Furthermore, the dual approach of ANOVA-based

feature optimization and RBWSV ensemble ensured robustness against feature redundancy and

model complexity, providing a scalable solution for evolving cyber threats.
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Table 6: Performance Comparison of Classifiers Across Four Datasets

Classifier Metric Dataset 1 Dataset 2 Dataset 3 Dataset 4

Accuracy 96.52% 98.23% 93.48% 98.40%
Precision 97.00% 99.00% 94.00% 98.00%
Recall 97.00% 99.00% 94.00% 98.00%
F1-Score 96.50% 99.00% 93.50% 98.00%

Decision Tree

Accuracy 95.57% 94.54% 95.63% 96.58%
Precision 96.00% 96.00% 96.00% 97.00%
Recall 96.00% 95.00% 96.00% 98.00%
F1-Score 96.00% 95.00% 96.00% 97.00%

Gradient Boosting

Accuracy 97.69% 98.92% 96.50% 99.22%
Precision 98.00% 99.00% 97.00% 99.00%
Recall 98.00% 99.00% 97.00% 99.00%
F1-Score 97.50% 99.00% 96.50% 99.00%

Random Forest

Accuracy 97.60% 98.84% 96.15% 99.28%
Precision 98.00% 99.00% 96.00% 99.00%
Recall 98.00% 99.00% 96.00% 99.00%
F1-Score 97.50% 99.00% 96.00% 99.00%

ExtraTree Classifier

Accuracy 97.51% 98.87% 96.50% 99.27%
Precision 98.00% 99.00% 96.00% 99.00%

Hard Voting
Recall 98.00% 99.00% 97.00% 99.00%
F1-Score 97.50% 99.00% 96.50% 99.00%
Accuracy 97.47% 98.72% 95.84% 99.13%
. Precision 98.00% 99.00% 96.00% 99.00%
Soft Voting

Recall 98.00% 99.00% 96.00% 99.00%
F1-Score 97.50% 99.00% 96.00% 99.00%

Accuracy 98.90% 98.75% 95.89% 99.24%
Precision 98.00% 99.00% 96.00% 99.00%
Recall 99.00% 99.08% 96.00% 99.00%
F1-Score 99.00% 98.90% 96.00% 99.00%

OFSPUD (Proposed)
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The proposed method consists of primary models that process different features individually, but
in parallel. The results indicate that, using statistical testing, the best performance is achieved by
extracting the importance of the characteristic. The experimental results illustrate that OFSPUD,
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using hybrid features, achieves superior performance with Rank-Based weighted soft vote ensemble
learning, achieving a 99% F1 score and precision/recall, along with a low training time of 0.0786 s
as given in Table 7.

Table 7: Time Efficiency Estimation of Ensemble Classifiers Before and After ANOVA Testing

Classifier Learning Time (s) ‘ Test Time (s) | Learning Time (s) ‘ Test Time (s)
Before ANOVA Testing After ANOVA Testing
Logistic Regression(LR) 0.0557 0.0009 0.0503 0.0012
Support Vector Machine (SVM) 2.8451 0.6489 1.2273 0.2683
Decision Tree 0.0298 0.0015 0.0258 0.0009
Gradient Boosting Classifier(GBC) 0.9927 0.0060 1.0937 0.0070
Random Forest(RF) 0.9099 0.0333 0.6301 0.0356
Extra Tree Classifier 0.6901 0.0396 0.8242 0.0512
Hard Voting Classifier 3.0082 0.4536 2.5767 0.3988
Soft Voting Classifier 5.4452 0.4142 3.0515 0.1125
OFSPUD (Proposed Method) 4.8343 0.0768 2.5559 0.0786

The observed improvement is due to the combination of diverse feature representations and en-
semble classification techniques guided by statistical analysis. Moreover, OFSPUD is likely to
promote further research in hybrid feature modeling and enhance the adoption of ensemble learning
in phishing detection.

Although OFSPUD demonstrates strong phishing URL detection performance, several opportuni-
ties remain for further enhancement. In future, our work may focus on developing adaptive feature
selection mechanisms that are capable of responding to the growth of these phishing attacks [18].
The incorporation of Explainable Artificial Intelligence (XAI) techniques, that includes LIME,
SHAP, and counterfactual explanations, will be investigated to enhance model transparency. In
the future, the integration of lightweight ensemble methods, deep learning models, and graph-
based learning architectures [13, 19-21], may further enhance detection accuracy, generalization
capability, and real-time deployment performance.
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